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Executive order takes proactive approach to 
AI regulation | AI Demystified

On October 30, 2023, President 
Biden issued the landmark Ex-
ecutive Order 14110 on the Safe, 
Secure, and Trustworthy De-
velopment and Use of Artificial 
Intelligence. The executive or-
der will impact many business 
sectors and is a significant de-
velopment in the regulation of 
AI in the United States. While 
the U.S. presently has no over-
arching federal regulation on 
AI, the executive order cre-
ates a comprehensive initiative 
across the federal government 
with the goal of overseeing the 
responsible development and 
implementation of AI. This ar-
ticle aims to shed light on key 
aspects of the executive order 
and its implications for busi-

nesses, providing insights into 
the evolving federal regulatory 
landscape.

AI has become a transforma-
tive force across various sec-
tors, prompting the need for 
comprehensive regulation to 
ensure ethical, responsible and 
secure development and de-
ployment. In response, some 
states have enacted AI-specif-
ic regulation or incorporated 
AI-related requirements into 
their data privacy and cyberse-
curity laws. While comprehen-
sive federal AI legislation is still 
in progress, several bills have 
been introduced to address 
specific aspects of AI regula-
tion. For instance, the National 
Defense Authorization Act for 
Fiscal Year 2023 contains pro-
visions related to AI in defense 
applications, including on in-
telligence collection and anal-
ysis and cybersecurity consid-
erations, as well as investing in 
training for government em-
ployees. Further, in Septem-
ber, the U.S. Senate made clear 

its intentions to pass sweeping 
federal AI legislation by hold-
ing simultaneous hearings in 
the Senate Committee on the 
Judiciary Subcommittee on 
Privacy, Technology and the 
Law and the Senate Commit-
tee on Science, Commerce and 
Transportation. The bipartisan 
proposals include regulating 
various aspects of AI develop-
ment, addressing transparency 
and establishing a framework to 
mitigate the risks of AI.

The executive order builds 
upon prior commitments from 
the Biden administration. In 
October 2022, the White House 
Office of Science and Technol-
ogy Policy released five prin-
ciples to guide the design, use 
and deployment of automated 
systems to protect Americans 
amidst AI’s rapid growth. Those 
principles include:

•	 Safe and effective systems
•	 Algorithmic discrimination 

protections
•	 Data privacy
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•	 Notice and explanation
•	 Human alternatives, 

consideration and fallback

Following this, the Nation-
al Institute of Standards and 
Technology (NIST), part of the 
U.S. Department of Commerce, 
published the AI Risk Manage-
ment Framework.

To bring uniformity, the execu-
tive order includes explicit defi-
nitions of AI industry-specific 
terms. For instance, it adopts the 
definition of AI from 15 U.S.C. 
§ 9401(3), “a machine-based 
system that can, for a given set 
of human-defined objectives, 
make predictions, recommen-
dations or decisions influenc-
ing real or virtual environments. 
Artificial intelligence systems 
use machine and human-based 
inputs to (A) perceive real and 
virtual environments; (B) ab-
stract such perceptions into 
models through analysis in an 
automated manner; and (C) use 
model inference to formulate 
options for information or ac-
tion.” As another example, an 
“AI system” is “any data system, 
software, hardware, application, 
tool, or utility that operates in 
whole or in part using AI.” Based 
on this broad definition, it ap-
pears an AI system could include 
many, if not all, the various AI 
and AI-enabled tools that are 

increasingly available and prev-
alent across a multitude of in-
dustries, including in the deliv-
ery of health care, development 
of pharmaceuticals and manu-
facturing operations.

The executive order directs over 
50 federal entities to undertake 
more than 100 specific actions 
across eight overarching poli-
cy areas. However, many of the 
executive order’s provisions do 
not retain the force of law behind 
them due to the limits of the ex-
ecutive branch’s power.  Despite 
limitations on the enforceability 
of certain provisions, the order 
emphasizes the federal govern-
ment’s commitment to protect-
ing consumers from fraud, un-
intended bias, discrimination, 
privacy infringements and other 
AI-related harms.

The executive order addresses 
the recent concerns surround-
ing generative AI (as noted in our 
previous RBJ AI Demystified ar-
ticle) by tasking NIST to develop 
the AI Risk Management Frame-
work and Secure Software De-
velopment Framework resources 
devoted to generative AI.  Fur-
ther, it invokes the Defense Pro-
duction Act, requiring compa-
nies to provide the Department 
of Commerce with information 
on the development of certain 
AI, defined as a dual-use foun-
dational model, posing a serious 

risk to security, national eco-
nomic security, national public 
health or safety.

CYBERSECURIT Y FOCUS

Cybersecurity emerges as a fo-
cal point of the executive order. 
The Department of Homeland 
Security, collaborating with 
other Sector Risk Management 
Agencies, is set to perform a 
risk evaluation concerning po-
tential threats arising from the 
utilization and implementation 
of AI. This assessment will spe-
cifically address vulnerabilities 
in critical infrastructure sys-
tems, encompassing the poten-
tial for critical failures, physical 
attacks and cyberattacks, with 
an emphasis on identifying and 
proposing effective measures to 
mitigate these vulnerabilities. 
The secretary of the Treasury 
is tasked with issuing a public 
report on best practices for fi-
nancial institutions to manage 
AI-specific cybersecurity risks.

HEALTH CARE INDUSTRY 
IMPLICATIONS

The executive order contains 
various policies impacting the 
health care industry. For exam-
ple, the Department of Health 
and Human Services (HHS) is 
required to create the HHS AI 
Task Force with the purpose of 
developing a strategic plan that 



includes policies, frameworks 
and regulatory action on the re-
sponsible deployment and use 
of AI and AI-enabled technolo-
gies in health care, including in 
the drug development process. 
HHS is also responsible for pri-
oritizing grantmaking and other 
awards, including grants award-
ed with the goal of increasing the 
participation and representation 
of researchers and communities 
currently underrepresented in 
the development of AI and ma-
chine learning models.

MITIGATING L ABOR 
MARKET CONCERNS

The executive order address-
es the concerns within the labor 
market on job displacement and 
competition in the AI market-
place and attempts to mitigate 
harms faced by consumers and 
workers that may be bolstered 
by the use of AI. In order for the 
Biden administration to acquire a 
more thorough analysis, the ex-
ecutive order requires:

•	 A report on the labor-
market effects of AI 
prepared by the chairman 
of the Council of Economic 
Advisers.

•	 A report analyzing the 
abilities of agencies to 

support workers displaced 
by the adoption of AI 
and other technological 
advancements that the 
secretary of labor shall 
submit to the president.

•	 The exploration of 
alternatives, including 
potential legislative 
measures, to fortify or 
establish additional federal 
support for workers affected 
by AI displacement.

The Biden administration’s ex-
ecutive order on AI marks a sig-
nificant stride toward harnessing 
the potential of this transfor-
mative technology while also 
addressing critical ethical and 
societal considerations. By prior-
itizing principles of safety, fair-
ness, accountability and trans-
parency, the administration aims 
to ensure that AI advancements 
align with American values and 
serve the collective well-being. 
The emphasis on collaboration 
between government agencies 
and other partners underscores a 
commitment to fostering innova-
tion and global leadership in AI. 
As we navigate the evolving land-
scape of artificial intelligence, 
the White House’s proactive ap-
proach lays the groundwork for a 
future where technology not only 

drives economic growth but also 
upholds fundamental principles 
of equity, safety and ethical use. 
It is now incumbent upon stake-
holders at all levels to actively 
engage in the implementation of 
these policies, fostering an envi-
ronment that propels AI devel-
opment responsibly and ethically 
for the benefit of society at large.

We will be committed to keep-
ing you informed of all of the 
latest updates as the regulato-
ry landscape surrounding AI 
continues to evolve. Stay tuned 
for future articles in this series, 
where we will delve deeper into 
the developments and implica-
tions surrounding the executive 
order and other laws and regula-
tions. We are dedicated to being 
a resource to you as you navigate 
the world of AI.
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