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Data security and 
privacy will 
continue to be 

critical in the coming 
year. Over the past year, 
federal agencies issued 
new cybersecurity 
regulations and updated 
guidance. Data security 
and privacy laws were 
passed and/or updated. 
Cyberattacks exploited 
various security 
vulnerabilities, and 
remote work continued 
to make organizations 
of all sizes susceptible. 
These trends will require 
organizations to remain 
vigilant about their 
cybersecurity posture 
and regularly review 
their data practices and 
policies with the help of 
trusted advisors.   

Evolving Cybersecurity Threats
Cyberattacks are becoming increasingly 

complex. Ransomware attacks may involve 
double or triple extortion, where attackers not 
only encrypt vital data, but also threaten to 
expose stolen data, or cripple an organization 
by shutting down essential machines or 
networks unless a ransom is paid. Zero-day 
attacks—where attackers exploit known 
security flaws before companies can fix 
the vulnerability—are also on the rise. For 
instance, zero-day attacks on ubiquitous 
Microsoft Exchange Servers in March 2021 
impacted more than 100,000 mail servers, 
and well-known ransomware groups 
are exploiting the recently discovered 
vulnerability in Log4j, which is software 
commonly used by apps and websites. Left 
unmitigated, these vulnerabilities can allow 
attackers to infiltrate private systems, infect 
networks with malicious software, or steal 
data and log-in information. 

Cyberattacks continue to target health care, 
retail, information technology and financial 
services sectors, but energy, manufacturing 
and production sectors are also becoming 
increasingly common targets. Attacks may 
target a company directly or indirectly, such 
as through a vendor or commonly used 
software. As companies of all sizes and in all 
industries are likely to continue remote and 
flexible work arrangements, cyberattacks are 
likely to cause significant business disruption 
and financial losses, which can be costly. IBM 
Security reported that the average cost of a 
data breach increased by nearly 10% in 2021, 
with a total average cost of $4.24 million and 
an average per record cost of $161. Having 
the right policies and procedures, training, 
technology and controls can mitigate these 
risks and allow companies to respond rapidly 
when an attack is successful. 

New Data Security and Privacy Laws  
and Regulations  

The California Privacy Protection 
Agency—the first dedicated, state-wide 
privacy enforcement agency in the nation—
has begun the rulemaking process for 
implementation of the California Consumer 
Privacy Act (as amended by the California 
Privacy Rights Act), which takes effect 
in 2023. Virginia and Colorado enacted 
comprehensive data privacy laws, which will 
also take effect in 2023. Further, Connecticut, 
Texas, Utah and Nevada updated their data 
breach notification laws, and New York City 
enacted a biometric privacy law. 

Federal agency enforcement activity 
continues to rise across various industries. For 
instance, in November 2021, the Office of 
the Comptroller of the Currency, the Federal 
Reserve Board and the Federal Deposit 
Insurance Corporation approved a joint rule, 
effective April 1, 2022 with a compliance 

deadline of May 1, 2022, that will require 
federally regulated banking organizations to 
notify their primary regulator of certain computer 
security incidents within 36 hours, among other 
things. Around the same time, these agencies also 
issued a joint statement previewing forthcoming 
guidance regarding crypto-asset-related 
activities. On September 15, 2021, the Federal 
Trade Commission clarified that certain health 
applications and connected devices are subject 
to data breach notification requirements, while 
on September 21, 2021, the U.S. Department of 
the Treasury’s Office of Foreign Assets Control 
warned about potential sanctions that may result 
from ransomware payments. Federal agencies 
also issued data security regulations for rail 
carriers and critical pipelines.  

Foreign laws also continue to impact U.S.-
based companies, such as Europe’s General 
Data Protection Regulation (GDPR), for which 
new guidance and standard contractual 
clauses were issued; the UK GDPR, resulting 
from Brexit; and other countries enacting or 
updating their own laws that seek to apply 
extraterritorially (e.g., China’s Data Security 
Law and Personal Information Protection 
Law). Accordingly, compliance solely with 
domestic laws or the GDPR may no longer be 
sufficient, and compliance strategies should 
be revisited regularly. 

Looking Ahead to 2022 
Data protection risks continue to evolve. 

At the same time, organizations are frequently 
subject to new data security and privacy 

laws and increased regulatory requirements. 
Businesses should have a capable and 
experienced team of experts to navigate these 
ever-changing legal requirements and respond 
quickly in the event of a cyberattack. 
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work with Phillips Lytle.

Prior results do not guarantee a future or similar outcome.   ©  2022 Phillips Lytle LLP  

Visit us at www.PhillipsLytle.com/DataSecurityLaw
Read our blog at DataSecurityAndPrivacyLawBlog.com

ONE CANALSIDE, 125 MAIN STREET, BUFFALO, NY 14203  (716) 847-8400
NEW YORK: ALBANY, BUFFALO, CHAUTAUQUA, GARDEN CITY, NEW YORK, ROCHESTER  |  WASHINGTON, DC  |  CANADA: WATERLOO REGION

PHL_08391 DataSecurity_Fish_7x10_Ad_mec.indd 1 1/4/22 12:21 PM

JANUARY 14-20, 2022 13



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


