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Cybersecurity: It’s not just your
business you’re protecting
3URWHFWLQJ DJDLQVW F\EHUFULPH IRU ODZ ÀUPV
and other legal organizations is particularly
acute because it is not
MXVW OHJDO SURIHVVLRQDOV·
GDWD DQG FRQÀGHQWLDO
information at stake, says
Cheryl Nelan, the owner
and president of CMIT
Solutions of Monroe.“One
RI WKH ÀUVW WKLQJV ZH VD\
WRODZÀUPVLVLW·VQRWMXVW
\RXU EXVLQHVV LW·V RWKHU
SHRSOH·V EXVLQHVVHV RQ
Cheryl Nelan
the line,” Nelan says.
1HODQQRWHVWKDWLIODZÀUPVIDLODQLQIRUPDWLRQ
technology audit then their more sophisticated,
larger clients will take their business elsewhere.
´,WPHDQVEXVLQHVVWRODZÀUPVWRPDNHVXUH
they are protecting data,” Nelan says.
Sitima Fowler, co-founder and vice president
RIPDUNHWLQJIRU,FRQLF,7VD\VWKDWODZÀUPVDUH
increasingly being targeted by cybercrime.
“In May 2020, it was reported that targeted
cyberattacks were rapidly becoming a security
QLJKWPDUH IRU PDQ\ ODZ ÀUPV RI DOO VL]HVµ
according to a chapter Fowler recently authored
for the publication, “Outsourcing of Core
Legal Service Functions: How to Capitalize on
2SSRUWXQLWLHVIRU/DZ)LUPVµ´,QWKHVSDQRIÀYH
months, seven legal practices were victims of
ransomware. All these attacks were carried out
by two highly organized cybercriminal groups,
one known as REvil and the other calling itself
Maze.”
Anna Mercardo Clark, a partner at Phillips
/\WOH DQG OHDGHU RI WKH ÀUP·V GDWD VHFXULW\
and privacy team, says that the 2020 Legal
Technology Survey Report from the American
Bar Association reported that the number of law
ÀUPVUHSRUWLQJDVHFXULW\EUHDFKLQFUHDVHGIURP
26 percent in 2019 to 29 percent in 2020.

market for money that they can face having
their data ransomed and having their business
crippled.

$FFRXQWDELOLW\ $FW +,3$$  RU ÀQDQFH FOLHQWV
need to abide by Financial Industry Regulatory
Authority (FNRA) standards.

6RKRZGRODZÀUPVSURWHFWWKHLUFOLHQWV·GDWD
´$ORWRIIRONVWKLQN,·PMXVWDVPDOOEXVLQHVV
¶:KR LV JRLQJ WR FDUH DERXW PH"·µ 1HODQ DQGWKHLURZQGDWDIURPF\EHUDWWDFNV"
VD\V ´¶0\ HPSOR\HHV WKH\·UH QHYHU JRLQJ WR
Clark, Fowler and Nelan all say security
FOLFN WKLQJV· ,W·V ODUJH EXVLQHVVHV ,W·V VPDOO
businesses. Everyone is at risk of being hacked.” training for employees is imperative, including
how to avoid phishing and other dangers.
&ODUNZKRKDVDFKLHYHGPXOWLSOHFHUWLÀFDWLRQV
All three also say that
from the International Association of Privacy
multifactor authentication
Professionals, says that cybersecurity is one
IRU ORJJLQJ LQWR ÀUPV·
of the professional responsibilities that lawyers
computer systems is
have to their clients.
essential.
For every business, “you want to maintain your
Nelan says that law
data securely because you have a responsibility
ÀUPV QHHG WR KDYH D
to your clients and your customers and you
strong plan for backing
have concerns that a breach might affect your
up their data. Sometimes
reputation and your sales and perhaps even
\RXUVWRFNSULFHµ&ODUNVD\V´:LWKODZÀUPVZH Anna Mercardo Clark clients think they know
where all of their critical
share a lot of the same concerns, but there are
additional layers on top of those other concerns.” data is backed up but, say, their accounting data
is on Quickbooks and backed up somewhere
Clark says that at least 39 states have adopted else, Nelan says.
some version of an American Bar Association
Part of cybersecurity is ensuring critical data
Model Rule of Professional Conduct suggesting
WKDW SDUW RI D ODZ\HU·V SURIHVVLRQDO GXW\ RI is backed up and knowing exactly where it is
competence is keeping “abreast of changes in located and knowing how long it will take to
WKH ODZ DQG LWV SUDFWLFH LQFOXGLQJ WKH EHQHÀWV recover that data, Nelan says.
and risks associated with relevant technology.”
1HZ <RUN·V VSHFLÀF UXOH RI SURIHVVLRQDO
conduct requiring competent representation of
clients requires that lawyers “keep abreast of the
EHQHÀWVDQGULVNDVVRFLDWHGZLWKWHFKQRORJ\WKH
lawyer uses to provide services to clients and or
WRVWRUHRUWUDQVPLWFRQÀGHQWLDOLQIRUPDWLRQµ
Clark notes that cybersecurity for legal
RUJDQL]DWLRQV DOVR UHTXLUHV WKDW LW LV D ODZ\HU·V
SURIHVVLRQDOGXW\WRNHHSFOLHQWV·LQIRUPDWLRQ
FRQÀGHQWLDO DQG WR VXSHUYLVH QRQODZ\HU
vendors that assist the lawyer in rendering legal
services to clients.

The rise of employees working from home has
also raised cybersecurity implications for law
ÀUPVORFDOH[SHUWVVD\
Fowler says that one important step is to
ensure that any hardware that is taken to the
home or courtroom needs to be encrypted so
that if it gets stolen or lost the data on that device
ZRQ·WEHFRPSURPLVHG

Fowler also says that good security measures
for employees working from home include having
SHUVRQDO ÀUHZDOOV VHW XS KDYLQJ HPSOR\HHV
DFFHVV WKHLU RIÀFH FRPSXWHUV WKURXJK D YLUWXDO
personal network or using a secure cloud
/DZ ÀUPV DOVR KDYH computing system like Microsoft 365.
)RZOHU QRWHV WKDW F\EHUFULPLQDOV GRQ·W HYHQ
WR SURWHFW FRQÀGHQWLDO
Clark, Fowler and Nelan all recommend law
need to develop their own hacking technology
information of parties ÀUPV REWDLQ F\EHUVHFXULW\ LQVXUDQFH EXW WKH\
and can buy it. “There is an entire industry
that are not their clients all note that the market for obtaining insurance
focused on supplying cybercriminals with the
because of discovery KDV EHFRPH PRUH GLIÀFXOW GXH WR WKH ULVH LQ
tools they need to build their own malware,”
obtained
during
the frequency of the attacks.
Fowler wrote in “Outsourcing of Core Legal
course of litigation, Clark
Service Functions: How to Capitalize on
Fowler recalls that insurance companies were
says.
Opportunities for Law Firms.”
once almost giving cybersecurity insurance
Clark also notes that policies away for free because of the lack of
“Called Malware as a Service (MaaS) or
companies in New York interest from companies.
Sitima Fowler, VP of
sometimes Cybercrime as a Service (CaaS), this
state must abide by the
Marketing, Iconic IT
software and hardware is leased to individuals
Now, it has changed 180 degrees due to the
Stop Hacks and Improve
for the sole purpose of carrying out cyberattacks.
Electronic Data Security rise of ransomware and other cyberattacks, she
As unbelievable as it sounds, MaaS websites (SHIELD) Act, which imposed more data security says.
offer full services; a botnet to distribute the requirements.
malware, a personal account used to launch
“Insurance companies are also paying closer
the attack, and even technical support come
´,W·V SXWWLQJ EDVLF VHFXULW\ LQ SODFH WR SURWHFW attention to these ransomware attacks,” Clark
with these malware packages. MaaS suppliers \RXU GDWD WR PDNH VXUH \RX·UH QRW EUHDFKHGµ says. “This kind of insurance space is relatively
young in comparison to other general commercial
organize their services like a typical business 1HODQVD\V´7KHUH·VVHYHUDOWKLQJVWRWKDWµ
FRYHUDJH DQG , WKLQN LW·OO EH LQWHUHVWLQJ WR VHH
PRGHOZRUNLQJQLQHWRÀYHZKHQHPSOR\HHVDUH
1HODQVD\VWKDWODZÀUPVDOVRQHHGWRPDNH how the products and pricing develop in the
most typically at their desks and networks are
sure they are meeting the level of security coming months.”
the most vulnerable.”
required for their clients based upon their
Amaris Elliott-Engel is a Rochester-area
Nelan says that even if businesses do not have industry. For example, health care clients need
GDWD WKDW FDQ EH VROG RQ WKH ,QWHUQHW·V EODFN to abide by Health Insurance Portability and freelance writer..
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