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Topics

 An overview of the threats posed to employee 
benefit plans

 Recent history of litigation and settlements
 Best practices and emerging trends to protect the 

plans and fiduciaries from cyber threats



Cybersecurity

 Third biggest corporate peril for 2021 per a recent survey of 
business leaders

 Heightened in the electronic pandemic environment
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Benefit Plan Cybersecurity Risk

 Who cares?

– Department of Labor

– Internal Revenue Service

– American Institute of Certified Public Accountants

– Participants and their beneficiaries 

– You
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Benefit Plan Cybersecurity Risk

 Why do they care?

– Electronic environment

• Often outside of an entity’s cybersecurity protocol

– Millions of dollars in assets (or more)

– Large amounts of Personally Identifiable Information (PII)

– HIPAA concerns
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Benefit Plan Cybersecurity Risk

 What are the potential consequences?

– Highly regulated

– Significant cost to rectify

– Operational disruption

– Reputational damage

– Breach of fiduciary responsibility
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Caselaw: Bartnett v. Abbott Laboratories
(N.D. Ill. 2020)

 Parties: 

– Heide Bartnett, Abbott’s former employee, account balance 
$362,000

– Abbott Laboratories, plan sponsor

– Alight Solutions, recordkeeper and administrator of 
www.abbottbenefits.com

– A cybercriminal, a former IT student located abroad
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Caselaw: Bartnett v. Abbott Laboratories
(N.D. Ill. 2020)

 Facts:

– Impostor hacked Ms. Bartnett mailbox, requested a one-time 
access code from www.abbottbenefits.com, and scheduled a 
direct deposit to his account

– Although Alight required a phone verification, Alight did 
not become suspicious of an unfamiliar phone number, and 
mailed (instead of emailing) withdrawal notice to Ms. 
Bartnett

– Result: $245,000 stolen, $97,000 recovered, motion to dismiss 
against Abbott granted, discovery against Alight pending
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Caselaw: Leventhal v. MandMarblestone
(E.D. Pa. 2020)

 Parties:

– Jess Leventhal, attorney at Leventhal, Sutton & Gornstein, 
participant and trustee of the firm’s 401(k) plan

– MandMarblestone Group (MMG), third-party plan 
administrator

– Nationwide, asset custodian 

– Two impostors from Houston, Tex. and an unknown 
cybercriminal
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Caselaw: Leventhal v. MandMarblestone
(E.D. Pa. 2020)

 Facts:

– Mr. Leventhal filled out a 
withdrawal form and sent it to his 
assistant to email it to MMG (the 
assistant worked remotely and 
used her personal AOL email)

– An unknown hacker intercepted 
the form and filled out fraudulent 
forms to wire over $400,000 to 
their account
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Caselaw: Leventhal v. MandMarblestone 
(E.D. Pa. 2020)

 Facts:

– Emails:

• MMG: Another one! This guy will be out of money soon.

• Impostor: How much can we get in total?

• Impostor: Jess Levanthal [misspelled ‘Leventhal’] would 
like to take all funds out of his account and close account, 
Please let me know how much he will be getting.
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Caselaw: Leventhal v. MandMarblestone 
(E.D. Pa. 2020)

 Facts:

– MMG and Nationwide were aware of the “peculiar nature” 
of the withdrawals; bank account was not previously linked 
to Mr. Leventhal. Despite red flags, MMG processed the 
forms to Nationwide

– MMG countersued the plan sponsor for contribution and 
indemnity (for acting carelessly in facilitating the cyber-
fraud by not securing employees’ computers and IT system

– Result: funds wired to the hacker were not recovered, 
settlement with MMG
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Caselaw: Berman v. Estee Lauder 
(N.D. Cal. 2019)

 Parties:

– Naomi Berman, Estee Lauder’s former employee, account 
balance nearly $100,000

– Estee Lauder, plan sponsor

– Alight Solutions, recordkeeper

– An unknown cybercriminal
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Caselaw: Berman v. Estee Lauder
(N.D. Cal. 2019)

 Facts:

– Ms. Berman received notices of $87,000 in distributions and 
quarterly statement showing additional $12,000 distribution

– Transfers made to SunTrust, TD Bank, and Woodforest Nat’l 
Bank 

– Result: settlement with Estee Lauder and Alight
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Caselaw: Takeaways for Plan Sponsors

– Plan sponsors should monitor recordkeepers (ensure that 
recordkeepers’ cybersecurity procedures and practices are safe)

• Did Abbott and Estee Lauder review and monitor Alight’s 
procedures and practices?

• Did Leventhal, Sutton & Gornstein review and monitor MMG’s 
procedures and practices?

– Plan sponsors should train HR and educate plan participants of 
cybercrime risks

• Did Leventhal, Sutton & Gornstein 401(k) plan educate Mr. 
Leventhal and his assistant of risks of using personal email and 
personal computer to transmit sensitive information?

– Plan sponsors should consider purchasing cyber insurance (in 
addition to fiduciary insurance) to cover litigation costs
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Fiduciary Duty

 Employee Retirement Income Security Act of 1974 (ERISA) 

 Act with appropriate “care, skill, prudence, and diligence”

 Duty of loyalty to the plan participants

 Plan assets are to be held in trust
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Department of Labor Cybersecurity
Guidance for Retirement Plans

 On April 14, 2021, U.S. Department of Labor’s Employee 
Benefits Security Administration (“EBSA”) issued its first 
cybersecurity best practices guidance for retirement plans

 “Responsible plan fiduciaries have an obligation to ensure 
proper mitigation of cybersecurity risks”
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Department of Labor Cybersecurity
Guidance for Retirement Plans (Cont’d)

 Plan Sponsors

– Prudently select a service provider with strong cybersecurity 
practices and monitor their activities

 Plan Fiduciaries and Recordkeepers

– Best practices to manage cybersecurity risks

 Plan Participants and Beneficiaries

– Online security tips for online retirement accounts
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Legal, Regulatory and Industry 
Requirements

 Health Insurance Portability and Accountability Act (HIPAA) 

 Health Information Technology for Economic and Clinical 
Health Act (HITECH)

 New York DFS Cybersecurity Regulation 

 New York Stop Hacks and Improve Electronic Data Security 
(SHIELD) Act and California Consumer Privacy Act (CCPA)

 Other state-specific privacy and data breach laws
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Legal, Regulatory and Industry 
Requirements (Cont’d)

 Employer common law duty to protect (Pennsylvania)

 Gramm-Leach-Bliley Act (GLBA) Safeguards Rule

 Office of the Comptroller of the Currency (OCC)

 Payment Card Industry Data Security Standard (PCI DSS)

 National Institute of Standards and Technology (NIST) 
Cybersecurity Framework

 International Organization for Standardization (ISO)
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Examples of Data Breaches

 Oklahoma Law Enforcement Retirement System (Sept. 2019)

– $4.2 million stolen from the state’s pension fund

– Email compromise of fund’s employee

 San Francisco Employees’ Retirement System (March 2020)

– Information potentially exposed for 74,000 members 

– Vendor providing online account access for members

 NowPensions (December 2020)

– 30,000 customers of UK workplace pensions firm

– Vendor posted personal data in a public software forum
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Why Accountants?

 Department of Labor has historically involved CPAs in a 
compliance role

 Cybersecurity is no different

 CPAs can assist in building a framework and demonstrating 
fiduciary
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Best Practices

 What should you be doing?

– Understand your plan’s data

– Include benefit plans in your entity’s wider cybersecurity 
policies

– Create a strategy to identify, protect, detect, respond and 
recover to cybersecurity breaches
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Best Practices

 What should your strategy entail?

– Training

– Monitoring

– Reporting

– Controlling access

– Managing third parties

– Disaster response

– Memorializing in official records

26



Managing Third-Party Risk through 
Due Diligence and Contract Management

 Obtain third-party policies and procedures

 Obtain all documents “incorporated by reference” 

 Strict negotiation of limitation of liability, representations and 
warranties, and indemnification clauses

 Questionnaires, proper signatories, exceptions handling, breach 
remedies and audit rights
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Recordkeepers’ Fraud Loss Protections

What do they promise? To restore losses to retirement plan 
account holders if losses result from third-party fraudulent use 
of personally identifiable information

– These protections are provided automatically (no additional 
enrollment) and at no additional cost

– We looked at Prudential, Fidelity, Charles Schwab, 
Empower, and Voya’s protection guarantees 

28



Recordkeepers’ Fraud Loss Protections

– Recordkeepers promise to restore losses ONLY IF account 
holders take “prudent minimum steps” and “follow prudent 
online security practices” to safeguard their funds:

• Review accounts regularly and notify recordkeepers of 
identity theft / suspicious activity

• Use strong passwords and keep them secret

• Update contact information

• Maintain up-to-date anti-virus software 

• Never grant remote access to the device
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Recordkeepers’ Fraud Loss Protections

– Recordkeepers additionally restrict the coverage:
• In case of loss, account holders must 

– (1) assign recovery rights to recordkeeper, and 

– (2) provide access to their digital devices and 
communications

• Guarantee does not cover activities by non-participants 
(plan sponsor, trustee, financial advisor, family member 
or friend with account/device access)
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Recordkeepers’ Fraud Loss Protections: 
Takeaways for Plan Sponsors

– Recordkeepers can easily deny coverage (e.g., account 
holder fails to act “prudently” according to the 
recordkeeper)

– Plan sponsors should not rely on recordkeepers’ guarantees 
to account holders /plan participants
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Evaluating Service Providers

 When selecting a new service provider, you need to consider 
certain things and ask the service provider these questions up 
front

 Do not just assume that a “big name” means that there is a good 
program in place
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Evaluating Service Providers

 Understand the data transfer

 Continuously evaluate changes at the service provider

 Do not over-rely on the SOC 1 report

 Consider SOC 2 report
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SOC 1 Report – What does it do?

 Relevant to user entities’ internal control over financial 
reporting

 May cover IT controls, but always within the framework of 
financial reporting
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SOC 2 Report – What does it do?

 Relevant to security, availability, processing integrity, 
confidentiality or privacy
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Tools at your disposal

 You need a well documented program, which the AICPA has 
developed

– Cannot demonstrate compliance without this

 Gold standard – SOC Report for cybersecurity
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Managing Third-Party Risk through 
Cyber Insurance

 Separate from fiduciary insurance

 Consider vendor contractual insurance requirements in 
conjunction with company insurance

 Coverage limits are just the tip of the iceberg

 Coverage for vendors may vary: 

– Coverage limits may be significantly reduced for 
incidents/disruptions that occur on third-party systems

– Only certain types of vendors/vendor systems may be 
covered (necessary v. non-necessary)

37



Contact

Anna Mercado Clark, CIPP/E, CIPP/US

Partner, Phillips Lytle LLP

(212) 508-0466

aclark@phillipslytle.com

Jeffrey D. Coren

Senior Associate, Phillips Lytle LLP

(716) 847-7024

jcoren@phillipslytle.com

Filip Grzelak

Attorney, Phillips Lytle LLP

(716) 847-5489

fgrzelak@phillipslytle.com

John F. Matte, Jr., CPA

Senior Manager, Dopkins & Company, LLP

(716) 634-8800 x114

jmatte@dopkins.com

Andrew J. Reading, CPA

Partner, Dopkins & Company, LLP

(716) 634-8800 x118

areading@dopkins.com
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CPE Credits

 Please submit the three random numbers that were mentioned 
throughout this presentation to John F. Matte, Jr., CPA at 
jmatte@dopkins.com.

 A CPE certificate will be provided. Please provide your full 
name as you would like it to appear on the certificate. 
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© 2021 Phillips Lytle LLP | The foregoing is for informational and advertising purposes only. The information provided is 
not legal advice for any specific matter and does not create an attorney-client relationship. The recipient of this publication 
cannot rely on its contents. If legal advice is required for any specific matter, please consult with qualified legal counsel. 
We would be pleased to assist you. 

Thank You

 To request a copy of this presentation, please contact 
Kathy Gibbons at kgibbons@phillipslytle.com or John F. Matte, 
Jr. at jmatte@dopkins.com.
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