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U.S. Governors Sign Cybersecurity Compact
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There is no national standard for cybersecurity practices. 
Rather, various industries, states and agencies have taken 
steps to define reasonable cybersecurity practices and what 
should be done to notify potentially-impacted persons and 
agencies if there is a data security incident. 

This patchwork cybersecurity landscape may be changing. 
Following President Trump’s Executive Order providing 
for increased cohesiveness between federal agencies with 
respect to cybersecurity, at least 39 governors from 
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different U.S. states and territories have also decided that 
uniformity in cybersecurity practices at the state 
government level is a preferred approach.

In July 2017, at the National Governors Association 
(“NGA”) meeting, it was announced that 39 governors 
had signed “A Compact to Improve State Cybersecurity” 
(“Compact”). The signing U.S. states and territories 
include:

continued on next page



In announcing the Compact, Virginia Governor Terry 
McAuliffe said his goal was to highlight that cybersecurity 
is more than just an information technology issue. The 
goal is to “elevate the importance of cybersecurity on every 
governor’s agenda.”

The Compact is based on three core principles:

1. cyberSecUriTy GovernAnce

The Compact addresses the importance of states 
performing cyber risk assessments in order to identify 
cyberthreats and recommends the development of a 
statewide cybersecurity strategy for protecting critical 
infrastructure and mitigating cyberthreats. It also 
recommends creating a cybersecurity governance structure 
and selecting members of the governance body for these 
39 U.S. states and territories based on their ability to 
implement change.

2. STATe proTecTion from cyberSecUriTy 
evenTS

The Compact highlights the importance of states having 
a cybersecurity incident response plan and a public 

communications plan. It also calls for better integration 
between state information technology, homeland security, 
key critical infrastructure operators and emergency 
management officials, including incorporating procedures 
for using the National Guard’s cyber capabilities when 
required.

3. cyberSecUriTy Workforce edUcATion

The Compact promotes cybersecurity education through 
various initiatives such as partnering with colleges to 
increase the availability of transferable two-year 
cybersecurity degrees, creating a cybersecurity internship 
program in state agencies, and placing veterans into 
cybersecurity certification programs.

Additional Assistance

For more information regarding the Compact, please 
contact Jennifer A. Beckage at (716) 847-7093, 
jbeckage@phillipslytle.com, Gargi Sen at (716) 847-7051, 
gsen@phillipslytle.com, or any member of the firm’s Data 
Security & Privacy Practice Team. 
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Jennifer A. Beckage (716) 847-7093, (212) 759-4888 ext. 7093, (585) 238-2000 ext. 7093 jbeckage@phillipslytle.com
Edward S. Bloomberg (716) 847-7096, (212) 759-4888 ext. 7096 ebloomberg@phillipslytle.com
Alan J. Bozer (716) 504-5700, (212) 759-4888 ext. 5700 abozer@phillipslytle.com
Mary E. Burgess (518) 472-1224 ext. 1231 mburgess@phillipslytle.com
Anna Mercado Clark (212) 508-0466 aclark@phillipslytle.com
Jeffrey D. Coren (716) 847-7024 jcoren@phillipslytle.com
John M. Falk (202) 617-2723 jfalk@phillipslytle.com
Chad W. Flansburg (585) 238-2009 cflansburg@phillipslytle.com
F. Kenneth Graham (716) 847-7049 fkgraham@phillipslytle.com
Asaf Hahami (212) 508-0432 ahahami@phillipslytle.com
Luke B. Kalamas (585) 238-2035 lkalamas@phillipslytle.com
Timothy P. Kucinski (716) 847-7056 tkucinski@phillipslytle.com
Brendan S. Lillis (716) 847-7058 blillis@phillipslytle.com
Richard J. Marinaccio (716) 504-5760 rmarinaccio@phillipslytle.com
Mark J. Moretti (585) 238-2004, (212) 508-0404 mmoretti@phillipslytle.com
William V. Rossi (716) 847-7022 wrossi@phillipslytle.com
John G. Schmidt Jr. (716) 847-7095, (212) 508-0426 jschmidt@phillipslytle.com
Gargi Sen (716) 847-7051 gsen@phillipslytle.com
James Kevin Wholey (202) 617-2714 jwholey@phillipslytle.com

data Security & privacy Attorneys

Albany Omni Plaza 30 South Pearl Street Albany, NY 12207-3425 (518) 472-1224
Buffalo One Canalside 125 Main Street Buffalo, NY 14203-2887 (716) 847-8400
Chautauqua 201 West Third Street Suite 205 Jamestown, NY 14701-4907 (716) 664-3906
Garden City 1205 Franklin Avenue Plaza Suite 390 Garden City, NY 11530-1629 (516) 742-5201
New York City 340 Madison Ave 17th Floor New York, NY 10173-1922 (212) 759-4888
Rochester 28 East Main Street Suite 1400 Rochester, NY 14614-1935 (585) 238-2000
Washington, DC 800 17th Street NW Suite 450 Washington, DC 20006-3962 (202) 617-2700
Canada The Communitech Hub 151 Charles Street West Suite 152 The Tannery Kitchener, Ontario N2G 1H6 Canada (519) 570-4800
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