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The purpose of this publication is to alert you to new and developing legal and business issues. Prior results do not guarantee a similar outcome.   
We expect you will want to consult legal counsel directly if you feel an issue raised here affects you.

The comment period is nearly over for the proposed New 
York regulation that would require a wide variety of 
businesses in New York State to establish a compliant 
cybersecurity program. The regulation will apply to entities 
licensed or registered under New York banking, insurance or 
financial services laws. The regulation is set to take effect 
January 1, 2017 (to be codified at 23 N.Y.C.R.R. 500 
(2016)), giving covered entities 180 days to comply with its 
requirements. It remains to be seen how the Department of 
Financial Services (“DFS”) will address all of the comments it 
has received and how much of those comments will affect 
implementation of the regulation.

The proposed regulation creates another layer of regulatory 
burden by imposing additional oversight of industries already 
subject to various rules and regulations of other agencies 
concerning data security and privacy. For instance, the 
financial industry is already wrestling with the ever-changing 
web of state, national and international regulations on 
cybersecurity and privacy matters. 

Regardless, by early 2017, every financial, banking and 
insurance institution will need to have in place a program 
and policies that comply with the proposed regulation. This 
includes risk assessment, crisis planning and customer data 
privacy policies and procedures such as mandatory 
encryption of nonpublic information and multifactor 
authentication. These businesses must also identify a 
“qualified” Chief Information Security Officer and make 
inquiry of third party vendors who handle “nonpublic” data 
(a broadly defined term). Quarterly vulnerability assessment 
and annual penetration testing is also required under the 
proposed regulation.

Perhaps the most onerous requirement is that covered entities 
notify DFS of certain cybersecurity events within 72 hours of 

discovery, even those involving potential unauthorized 
tampering with, access to or use of nonpublic data.

While we know many affected companies already have the 
programs, policies and management structures in place, the 
regulation adds new burdens. Adequate preparedness is 
crucial to ensuring that affected companies can respond 
promptly and appropriately to not only mitigate harm, but 
also to identify the type of response that is reasonable and 
necessary, and to ensure the regulatory requirements are met.

Additional Assistance

Phillips Lytle’s Data Security & Privacy Practice Team can 
assist with developing a compliant cybersecurity program, or 
review current programs for compliance with the proposed 
regulation, if and when it is adopted, and other state, federal 
and international requirements. The team has worked with 
our financial, banking and insurance clients, and those in 
other highly-regulated industries, to evaluate current crisis 
management plans, develop new plans, and review and 
comment on policies and procedures concerning record 
retention and data security and privacy. Phillips Lytle can 
provide guidance on the due diligence of reviewing third 
party vendor contracts, services and relationships. The team 
has also litigated to defend clients affected by cyber attacks or 
other crimes, and assisted in addressing issues raised by 
government regulators.

With attorneys who were former technology business owners 
and advisors to the nation’s intelligence, military and law 
enforcement leaders who are immersed in the technology 
industry, Phillips Lytle is uniquely qualified to provide the 
legal and business perspectives necessary to develop sound 
data privacy and security plans.
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Even if you are currently working with consultants to 
develop a cybersecurity program, the policies and procedures 
should be reviewed by legal counsel to ensure compliance 
with the regulations and other laws to help avoid possible 
enforcement actions.

For questions regarding DFS’ new cybersecurity regulation, please 
contact any of the attorneys on our Data Security & Privacy 
Practice Team.  

©2016 Phillips Lytle llp
Attorney Advertising 

phillipslytlE.cOM

The purpose of this publication is to alert you to new and developing legal and business issues. Prior results do not guarantee a similar outcome.   
We expect you will want to consult legal counsel directly if you feel an issue raised here affects you.

Albany Omni Plaza 30 South Pearl Street Albany, NY 12207-3425 (518) 472-1224
Buffalo One Canalside 125 Main Street Buffalo, NY 14203-2887 (716) 847-8400
Chautauqua 201 West Third Street Suite 205 Jamestown, NY 14701-4907 (716) 664-3906
Garden City 1205 Franklin Avenue Plaza Suite 390 Garden City, NY 11530-1629 (516) 742-5201
New York City The New York Times Building 620 Eighth Avenue 23rd Floor New York, NY 10018-1405 (212) 759-4888
Rochester 28 East Main Street Suite 1400 Rochester, NY 14614-1935 (585) 238-2000
Washington, DC 800 17th Street NW Suite 450 Washington, DC 20006-3962 (202) 617-2700
Canada The Communitech Hub 151 Charles Street West Suite 152 The Tannery Kitchener, Ontario N2G 1H6 Canada (519) 570-4800

Jennifer A. Beckage (716) 847-7093, (212) 759-4888 Ext. 7093, (585) 238-2000 ext. 7093 jbeckage@phillipslytle.com
Edward S. Bloomberg (716) 847-7096, (212) 759-4888 Ext. 7096 ebloomberg@phillipslytle.com
Alan J. Bozer (716) 504-5700, (212) 759-4888 Ext. 5700 abozer@phillipslytle.com
Mary E. Burgess (518) 472-1224 Ext. 1231 mburgess@phillipslytle.com
Jeffrey D. Coren (716) 847-7024 jcoren@phillipslytle.com
John M. Falk (202) 617-2723 jfalk@phillipslytle.com
Asaf Hahami (212) 508-0432 ahahami@phillipslytle.com
Patrick M. Hanley, Jr. (716) 847- 8306 phanleyjr@phillipslytle.com
Richard E. Honen (518) 472-1224 Ext. 1225 rhonen@phillipslytle.com
Luke B. Kalamas (585) 238-2035 lkalamas@phillipslytle.com
Timothy P. Kucinski (716) 847-7056 tkucinski@phillipslytle.com
Brendan S. Lillis (716) 847-7058 blillis@phillipslytle.com
Richard J. Marinaccio (716) 504-5760 rmarinaccio@phillipslytle.com
Mark J. Moretti (585) 238-2004, (212) 508-0404 mmoretti@phillipslytle.com
William V. Rossi (716) 847-7022 wrossi@phillipslytle.com
John G. Schmidt Jr. (716) 847-7095, (212) 508-0426 jschmidt@phillipslytle.com
James Kevin Wholey (202) 617-2714 jwholey@phillipslytle.com

data security & privacy team


